Chapter 3 — Help Desk
3 Help Desk

3.1 Introduction

CNCC operates on-site Help Desks for a total of 4,200+ users. The purpose of the Help Desk is to
provide a single point of contact for users who have questions or problems with computers or associated
technology. The goal of the Help Desk is to resolve questions and problems, so users can make
productive use of technology in doing their jobs. The Help Desk service includes installing software
and upgrading/relocating hardware and providing user help. We emphasize a user-friendly, responsive
implementation.

The Help Desk operation provides the organization with a variety of support functions. This includes:

e Comprehensive support - user assistance encompassing all aspects of complex desktop
(personal computer) software, hardware, and network environment.

e FEasy access - users call a single number for a direct connection to a help desk engineer.

e Increased user productivity - CNCC enhances efficiency by providing expert assistance and
resolving most user problems efficiently.

3.2 Concept

The CNCC approach to Help Desk implementation has evolved through dedicated application of the
continuous improvement concept to the Help Desk process. The Help Desk is typically implemented
on-site with the supported customer - CNCC personnel become a part of the customer team. Our help
implementation prioritizes problems in concert with the user(s) to achieve cost-effective service.

Each Help Desk supports the H/W, S/W and Network requirements of an organization with Tier 1, Tier
2 and Tier 3 support functions (see Appendix C for Tier level definitions). The functional flow for this
process is shown in Figure 2.

Help Desk Administration and Tier 1 (WGM) are the first to receive a service request from the
customer. They will obtain as much data as possible from the customer and attempt to resolve the
problem on the phone, with the WGM follow-up for desktop support. A work order for the event is
created whether the problem is resolved immediately or not.

If resolution of the event is not achieved at the Tier 1 level, it is escalated to Tier 2. Network, server and
cabling problems are escalated to those respective Specific Area Support Teams. Desktop hardware and
software problems are escalated to the Small Computer Maintenance (HW) and Small Computer
Support (SW) Groups respectively.

If the event is not remedied at the Tier 2 level, it is escalated to Tier 3. In most cases, Tier 3 means
escalation to the Vendor for unresolved H/W and S/W problems.
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Figure 2. Functional Flow for CNCC Help Desk Operations.
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3.3 Responsibilities
3.3.1 Help Desk Administrative Support

The CNCC Help Desk provides limited administrative support in the server/email areas. In this context,
they provide:

® Processing for New Accounts (except for assigning accounts and passwords).
® Processing for the deletion of all accounts.
e Password maintenance for existing Domain and RAS accounts.
® (General maintenance for existing accounts.
3.3.2 Help Desk Technical Support

The CNCC Help Desk will provide advice, consultation and problem solving support to customers on
problems encountered in the microcomputer and network environment. The support for software will be
confined to the preferred software packages (i.e., the SOA package). These consist of the following
(versions will be most current available):

1) Windows 95
2) Windows 95 Power Toys
3) Acrobat Reader
4) Air Force Acquisition Module (AFAM)
5) Air Force Officers Guide (AOG)
6) Defense Acquisition DeskBook (DAD)
7) Filler (former FormFlow/Perform Pro)
8) MS Internet Explorer
9) Netscape Communicator
10) McAfee Virus Protection
11) MS Office Professional
a) Access
b) Excel
c) PowerPoint
d) Word
e) Outlook
12) PaperPort Viewer
13) PC III Terminal Emulator
14) QWS3270 Terminal Emulator
15) WS_FTP95 (ftp software)

Resolution of other hardware or telecommunications access problems (LAN or WAN) to other computer
systems including printers, plotters, modems, scanners, cables, CPUs, hubs, monitors, keyboards, mice,
etc. are also included. Whenever possible CNCC Help Desk personnel will solve the user problems. If
CNCC Help Desk receives a call that is not within the scope of CNCC charter, the CNCC technician
will make the appropriate calls to ensure that the customer reaches the correct office for assistance.

The CNCC Help Desk will provide:
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® A single point of contact for customer support.

e Efficient customer communication and service.

e Senior level technicians for first line problem analysis and resolution.
® (Coordination of CNCC support teams for faster resolution of problems.

e A centralized Trouble Ticket tracking database with real time status and resolution
information.
The CNCC Help Desk assigns tasks that cannot be solved on the phone according to the subject of the
problem, the expertise of the group and the overall priority. The CNCC Help Desk is responsible for:
e Logging all calls into a centralized database tracking system.

® Providing first line problem analysis and resolution.

e (Creating a service ticket for each problem or question identified by the users’ if not able to
resolve the call initially.

e Assigning the ticket to an appropriate CNCC support team for problem resolution.

e Monitoring the status of the ticket every 2 hours to ensure that the CNCC support team
claims the ticket.

e Notifying the CNCC support team primary or secondary point of contact if the ticket is not
claimed within 2 hours.

e (Coordination and scheduling work activities among the CNCC support teams to ensure
resolution.

e (Contacting the customer to provide a status of the problem and its anticipated resolution.
e Entering the ticket resolution if resolved by CNCC.
® (Generating and distributing reports to the CNCC management and support staffs.

e Ensuring ticket closure and contacting the customer to ensure satisfaction.

3.4 Help Desk Guidelines

3.4.1 Password Restrictions

3.4.1.1 Password changes can NOT be made via phone. The user requesting a password change must
present themselves at the Help Desk, along with picture ID to effect a password change.

NOTE: Standard default passwords are issued monthly for use by administration. This password is
given to the technician when a password change is requested. This temporary password
requires the user to immediately change the password to their own. Re-use of this password is
not allowed by the system.

3.4.1.2 If acertified Help Desk technician is present at the user’s site and verifies the ID of the user,
the technician can perform the password change.
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3.4.1.3 The Computer System Security Officer(s) (CSSO) is the only person authorized to receive and
change passwords on the behalf of a user. The authorized list of CSSOs is contained in
Appendix B or available for review at the main Help Desk in Building 130.

3.4.2 Telephone Etiquette

When conducting a telephone session with a user, the general guidelines and rules that should be used
are:

3.4.2.1 Always approach the user with a positive, upbeat attitude. Remember to use the EASY method
to maintain rapport.

E = Enthusiasm and Empathy
A = Acknowledge
S = Smile and Sincere

Y = Yes, we can!

3.4.2.2 Remember that you are dealing with a user as if you were a clerk in a small, local computer
store. The idea is to give them a feeling of personal contact.

3.4.2.3 Keep in mind you are talking to real people and not to a computer. Treat people as kindly as
you would if you were dealing with them in person.

3.4.2.4 Use conversation controls to maintain focus to meet user need. It is important, however, to
acknowledge the user’s input.

3.4.2.5 Avoid negativity whenever talking about products.

3.4.2.6 Do not make statements that are misleading or inaccurate about an item or our services.
3.4.2.7 Do not make promises of repair time on behalf of technician or other service provider.
3.4.2.8 Do not socialize while on the phone with a user.

3.4.2.9 Do not continue any conversation with any user that initiates sexual advances, is abusive, or
makes inappropriate responses. Report any such conversation to a supervisor immediately.

3.4.2.10 Never use profanity.

3.4.3 Conversation Model

The purpose of this conversation model is to provide a guide for the CNCC Help Desk person so that
they can provide an effective service to the user. This outlines the stages of the conversation model,
following a discussion from the opening to the closing responses.
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3.4.3.1 Stage 1: The Help Desk person must first establish a rapport with the user. This stage is critical
- it is the user’s first impression of the level of service they might expect.

3.4.3.2 Stage 2: The Help Desk person identifies the user needs. This stage establishes the purpose for
the call. During this stage the Help Desk person interprets the user’s input and asks probing
questions to identify the user’s problem.

3.4.3.3 Stage 3: Once the problem is established, the Help Desk person has two options to support the
user: provide a solution to the user problem if possible, or, create a Trouble Ticket and pass to
the appropriate Tier 1 support or support group.

3.4.3.4 Stage 4: Whether performed on the phone or in person, the resolution of a problem may require
more input from the user. If so, the support person must ask reactive, impact and clarity
questions to determine if they have defined and resolved the user’s problem to the user
satisfaction. This stage may require you to further identify needs and present other and/or
different solutions.

Stages 2, 3 and 4 are generally cyclic in nature. This cycle is shown below.

Identify
Needs

Reject Solution

Present
Solution

3.4.3.5 Stage 5: When all the user problems have been addressed and/or the user’s feedback is positive,
it is time to close the process.

3.4.4 Conversation Controls

The Help Desk agent must remain in control of a conversation. Sometimes, it seems, a caller can wander
off into another world. It is the agent’s responsibility to bring them back to reality and obtain the
necessary information to resolve their problem. Following are some thoughts to help maintain control:

e Take your time. Remember that rushing can threaten a caller. At no time should you sacrifice
the quality of a call for quantity of calls. There are many ways to ask questions that help
move the conversation along.

e Use buffers. Just blurting out a question can become offensive. Using a soft buffer before the
actual question is an excellent technique to learn (e.g., “Mr. Jones, so that we can give you
exactly what you need, I’ll need to ask a few questions”). That way callers are prepared for
the questions rather than feeling as though you’re bombarding them with one question after
another.
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Direct the conversation with questions and statements oriented to the client’s problem. For
example:

- “Can you reproduced the problem?”
- “Is anyone else in the area having similar problems?”

- “Start from the beginning and tell me the exact sequence of events leading up to the
problem.”

- “What conditions existed when the problem first occurred?”

When you think you have an explicit definition of the problem, repeat it to the client and
obtain their concurrence.

Be a good listener. This often takes practice. Remember, listening is an art not a science, so it
needs to be practiced.

3.4.5 Trouble Shooting Guidelines

Troubleshooting is a process of asking questions. Sometime a question leads to the problem's cause;
often it leads to more questions and a cycle that, if you pursue it logically, leads you to the cause.
Because networks are complex, a single problem may be manifested as multiple symptoms and you
often have to go through this cycle several times to identify a correctable cause.

3.4.5.1 Guidelines for Problem Evaluation and Resolution:

Is the problem reproducible?

Steps to follow to reproduce the problem?

What are the symptoms of the problem?

When did the problem start occurring? How long has the problem been occurring

What specifically is being done when the problem occurs? Did it ever work? If so, when and
for how long?

What steps has the user taken to solve the problem?

What factors have been eliminated as unrelated to the problem? What has been tried by the
support engineer to fix the problem? What patches have been applied?

How quickly is a resolution needed by the user?

What is the severity of the problem—that is, what is the impact on the user’s, department’s,
and company’s business?

Are there other applications involved?
Contents of important system files:

Additional data that should be in the prior service request reports: Who has worked on the
problem in the past?

Is there a possible workaround to the problem to use while the problem is researched?

What known problem and its resolutions could this issue be related to?
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What has been determined to be the actual cause of the problem? Step-by-step, how was that
conclusion reached?

Has the proposed resolution been tested by the user?
What could have been prevented the problem? Was this information conveyed to the user?

Will the issue be likely to crop up again, have the rest of the help-desk staff been alerted?

3.5 Help Desk Procedures

3.5.1 Account Administration

3.5.1.1 Processing - New Domain Accounts

3.5.1.1.1

3.5.1.1.2

3.5.1.1.3

3.5.1.14

3.5.1.1.5

3.5.1.1.6

3.5.1.1.7

3.5.1.1.8

Provide the user with an “LAAFB User Account Form” as shown in Figures 3 and 4.

Direct the new user to fill in all necessary blanks in accordance with the instructions on the
reverse side of the form.

Instruct the new user to sign the form and obtain his supervisor’s signature.

The new user returns the form to the CNCC Help Desk. The Help Desk advises the
Server/E-mail Account Administration of the requirement via Remedy work order.

Server/E-mail Account Administration assigns the user name and password and returns the
form to the Help Desk. Within 24 hours of the Work Order.

The Help Desk notifies the user that their account is available and requires that they appear
in person to obtain information.

After presenting proper identification (usually a picture ID), the user signs the Privacy Act
Statement and Password Policy (Figure 5) and receives their user ID and password.

The signed document is filed by the Help Desk.

3.5.1.2 Processing — New RAS Accounts

3.5.1.2.1
3.5.1.2.2
3.5.1.23

3.5.1.24

3.5.1.2.5

Provide the user with an “MS Exchange Remote Mail Request” form as shown in Figure 6.
Direct the new user to fill in all relevant blanks.
Instruct the new user to sign the form and obtain his supervisor’s signature.

The new user returns the form to the CNCC Help Desk. The Help Desk advises the
Server/E-mail Account Administration of the requirement via Remedy work order.

Server/E-mail Account Administration assigns the user name and password and returns the
form to the Help Desk. Within 24 hours of the Work Order.
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